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Partnering to deliver best-of-breed API security

Organizations have two choices in deploying API security solutions:

1. An “all in one” platform, with mediocre capabilities in all areas
2. A “best of breed” approach, with the strongest capabilities in API security

Salt Security and Contrast Security are partnering to deliver a combined approach with unparalleled capabilities in API
discovery, runtime protection, pre-production API testing, and continuous hardening of APIs.

Key advantages of Contrast + Salt:

» Increased surface coverage - detailed and up-to-date API inventory ensures wider attack surface coverage while
helping to prioritize where to focus first

e Most robust API test suite — including OWASP Top 10, OWASP API Top 10, SQLi, XSS, SSRF, and others

» More accurate test results — by starting with a more accurate and complete OAS file

» Simplified deployment - with pre-built integrations and APl workflows

» Faster time to value - tapping the IDE and pipeline integrations/workflows already in place for developers

» Reduced friction for DevOps — integrates API testing into the CI/CD pipeline with frictionless tooling designed for
the dev pipeline

« Reduced friction for developers — supporting their tools of choice

Provide devs
(: with insights to
fix APIs

. 4
pre-production Deliver context- - Ingest up-to- - Test'for.
............................. rich OpenAPI (‘ date OpenAPI |......s (‘ application
Specification Specification vulnerabilities
- A
( Use runtime .
;i Catalog rich threat and
it APldetails | > (: posture [
assessments to
refine tests
N\
Capture runtime
------- oarni e N
runtime earnings Craft
remediation
.................... > insights from
exploits to
harden APls




