Feature Brief

Salt Security: Automate and Tailor Incident Response with Dynamic Workflows

Introduction

Effectively responding to API security incidents requires speed, adaptability, and smooth integration with
existing security systems. Traditional response strategies often fail to keep pace with evolving threats and the
distinct needs of various organizations. Security teams need the capability to modify incident response methods
for various attack types, integrate with a range of tools, and automate actions driven by real-time threat
intelligence.

Salt Security's Dynamic Workflows capability significantly improves how organizations customize and automate
Incident Response (IR) processes within the Salt platform. Dynamic Workflows provide a flexible and
user-friendly approach to establishing conditions, triggers, and actions, facilitating quicker, more efficient, and
highly tailored responses to API security incidents. This capability represents a crucial advancement in merging
Salt Security insights with comprehensive security operations.

Key Capabilities
Dynamic Workflows offers a powerful set of capabilities to enhance your incident response:

o Flowchart-Driven Ul: Configure and visualize your IR processes using an intuitive flowchart. This diagram
clearly shows workflow steps, simplifying configuration and troubleshooting.

« Dynamically Configurable Conditions & Actions: Define specific conditions and triggers based on detected
incidents or attacker behavior. Configure automated actions for the Salt platform to take when conditions are
met, allowing tailored responses to different threats.
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o Flexible Triggering Options: Workflows can trigger automatically based on defined conditions for real-time
responses. Manual triggering is supported for attacker-based workflows. (Posture, audit logs, and
remediation triggers remain automatic.)

Fiterby  Q -

——a & &

High Severity Attack Blocking Template Custom Webhook (GET) - Attackers Custom Webhook (POST) - Attackers
Event Event

9 0O & @ a -

ServiceNow (Posture Gaps) CrowdStrike WAF Blocking Workflow Cloudflare WAF Blocking Workflow




o Real-Time Visibility & Monitoring: Monitor workflow execution and status in real-time on the Installed
Workflows page. Audit logs provide detailed workflow activity and outcomes.

o Comprehensive GA Template Library: GA templates automatically block malicious traffic via Cloudflare WAF
and send email notifications, tailored to Injection, High Severity, Scanner, and Sensitive Data attacks.
Additional advanced templates include two Custom Webhook Templates (POST & GET) for integrating with
virtually any third-party API, and two Advanced Cloudflare Templates for WAF rule management with TTL
and IP list management using least-privilege API keys.

o Support for Customization: Copy and modify out-of-the-box templates to create custom workflows.

Business Value
Dynamic Workflows provide significant business advantages:

o Simplified, Automated Incident Response: Automate complex response actions based on conditions,
reducing manual effort and accelerating reaction to critical incidents.

o Enhanced Flexibility & Customization: Tailor IR processes to your specific threats and integrate seamlessly
with existing security tools and workflows.

o Improved Efficiency: The visual designer and template library streamline configuration, allowing quick
implementation and modification.

o Greater Control: Define granular conditions and actions for precise, appropriate automated responses.

* Increased Visibility: Real-time monitoring and audit logs provide transparency into workflow execution.

Conclusion

Salt Security's Dynamic Workflows capability is a powerful capability, enabling organizations to move beyond
static responses. By enabling the creation of tailored, automated IR workflows through a visual interface,
expanded integrations, and a template library, Dynamic Workflows empowers security teams to respond to API
threats with speed, flexibility, and precision. This capability is crucial for enhancing security posture and
operational efficiency in the face of evolving API attacks.




