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KEY BENEFITS
PROTECTING APIs WITH SALT SECURITY

APIs are the backbone of modern applications, but they also introduce significant security risks.
Attackers exploit shadow APIs, misconfigurations, and business logic flaws to access sensitive data
and disrupt operations. Salt Security provides a comprehensive API security platform that enables
organizations to:

¢ Discover all APIs, including shadow, zombie, and rogue APIs.

e Assessrisk by identifying misconfigurations and compliance gaps. Stronger Threat

» Detect attacksinreal time using Al-driven behavioral analysis. Detection with Falcon
*  Automate response to APl threats with seamless integrations. Next-Gen SIEM

Expanded API Discovery
with Salt API Security

SEAMLESS DEPLOYMENT WITH THE CROWDSTRIKE FALCON AGENT e

Salt Security now integrates directly with CrowdStrike Falcon, allowing for instant API protection
without additional infrastructure. Through the Salt Foundry App, organizations can:

. Deploy Salt’'s API security sensor in under five minutes using the Falcon agent.

. Gaininstant visibility into APl traffic and potential threats.

. Reduce operational overhead by leveraging existing CrowdStrike infrastructure.

ENHANGED API THREAT DETECTION & RESPONSE

By integrating with CrowdStrike’s NG-SIEM and Falcon Firewall, Salt Security strengthens API
threat detection and incident response:
*  NG-SIEM Integration: Salt’s APl intelligence feeds into CrowdStrike’s Next-Gen SIEM,
correlating APl security risks with broader security events for faster threat detection and response.
e Falcon Firewall Protection: CrowdStrike’s Falcon Firewall dynamically blocks malicious API traffic
identified by Salt, preventing attacks before they cause damage.
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THEPOWER OF SALT + CROWDSTRIKE

v Faster deployment — No new infrastructure needed, leveraging existing Falcon agents.

v Stronger detection - API-specific threats correlated with broader security eventsin
NG-SIEM.

v Automated response - Seamless integration with Falcon Firewall to block APl attacks
inreal time.

This partnership simplifies APl security while delivering unmatched threat visibility and
response capabilities.
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ABOUT SALT SECURITY

Salt Security is aleading Al-infused APl security company that provides a comprehensive
platform for securing APIs across their entire lifecycle. Their solutions help organizations
discover, govern, protect, and manage their APIs to prevent APl attacks and ensure the
integrity of their critical data.

Free Trial: https://salt.security/demo-request

Start Free Trial

of Salt Foundry App

Learn more at www.crowdstrike.com

ABOUT CROWDSTRIKE

CrowdStrike Holdings, Inc. (Nasdaaq:
CRWD), a global cybersecurity leader,
has redefined modern security with one
of the world’s most advanced cloud-
native platforms for protecting critical
areas of enterprise risk - endpoints and
cloud workloads, identity and data.

Powered by the CrowdStrike Security
Cloud, the CrowdStrike Falcon®
platform leverages real-time indicators
of attack, threat intelligence, evolving
adversary tradecraft and enriched
telemetry from across the enterprise
to deliver hyper-accurate detections,
automated protection and remediation,
elite threat hunting and prioritized
observability of vulnerabilities.

Purpose-builtin the cloud with a single
lightweight-agent architecture, the
Falcon platform enables customers

to benefit from rapid and scalable
deployment, superior protection and
performance, reduced complexity and
immediate time-to-value.

CrowdStrike: We stop breaches.

Learn more:
https:/www.crowdstrike.com/

Follow us: Blog | Twitter | LinkedIn |
Facebook | Instagram

Start a free trial today:
https:/www.crowdstrike.com/free-
trial-guide/
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